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|- Production de Uéleve A

a) Création d’une infra structure Cloud

Créer un groupe de ressources, un réseau virtuel (VNET) et un sous-réseau (SUBNET)
selon le schéma

Création d’un groupe de ressource qui contiendra toutes les ressources associées :

Dans le menu d’Azure, choisir « ressource groups » :

Azure services

. P a
+ (%) HHH (o é &b
redtE a Resource A resources Wirtual Busress Backup vaulls SHOERgE SYTC
Qrops machines Conbinwity. Senices
_
= . —
SHorage Education Hore ser

SCCCRINRE

Une fois dans la rubrique ressource groups sélectionner « Create » :

Resource groups
MEWO

Create @ Manage view ™

Dans le nome du groupe de ressource, indiquer le « rg-nom » et la région « west
europe » :

Create a resource group

Basics Tags Review + create

Resource group - A container that holds related resources for an Azure solution. The resource group can include all the
resources for the solution, or only those resources that you want to manage as a group. You decide how you want to
allocate resources to resource groups based on what makes the most sense for your organization. Learn more

Subscription * (@ Azure for Students g
Resource group name * (7) rg-tanet-exam
Region * (&) (Europe) West Europe L
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Voici le récapitulatif du groupe ressource :

Basics Tags Review + create

o putomation Link

Basics

Subscription Azure for Students
Resource group name rg-tanet-exam
Region West Europe
Tags

Mone

Une fois la création du groupes ressources fait, nous pouvons procéder a la création des
réseaux virtuels ainsi que des sous réseaux.

Création des réseaux virtuel (VNET) et sous réseaux (SUBNET) :

Pour se faire, revenir dans le menu Azure, dans la barre de recherche en haut du menu,
sélectionner «virtual network » :

e B

All Services (200 * More (5)
. Services See maore
[
KX virtual machines
L

b <> virtual networks

i “ Virtual clusters

I} virtual machines

Une fois dans la rubrique « Virtual network », sélectionner « Create » :

Virtual networks =

MEWO

P - Ay
Create ©2% Manage view ~~ |_) Refre
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Nous allons créer notre premier réseau virtuel appelé « vnet-tanet », et rattacher a notre
groupe de ressource créer précédemment « rg-tanet-exam ». En n’oubliant pas de garder
toujours la méme région « west europe » :

Basics  Security  IP addresses Tags Review + create

Azure Virtual Metwork (Vivet) is the fundamental building block for your private network in Azure. ViNet enables many types of
Azure resources, such as Azure Virtual Machines (WiM), to securely communicate with each other, the internet, and on-premises
networks, WNet is similar to a traditional network that you'd operate in your own data center, but brings with it additional
benefits of Azure's infrastructure such as scale, availability, and isolation.

Learn more.

Project details

Select the subscription to manage deployed resources and costs, Use resource groups like folders to organize and manage all
YOUr resources.

Subscription * [ Azure for Students w
Resource group * [ rg-tanet-exam —
Create new

Instance details

Virtual network name * vnet-tanet

Region * (D) (Europe) West Europe w

Deploy to an Azure Extended Zone

Dans Uonglet « IP addresses », nous allons pouvoir configurer Uadresse IP de notre
réseau. Nous mettons notre VNET en 10.0.0.0/16 et notre sous-réseau en 10.0.0.0/24 :

+ Add a subnet
“10.0.0.0/16 i Delete address space
10.0.0.0 | | fal:} k'
10.0.0.0 - 10.0.255.255 65536 addresses
Subnets IP address range Size MAT gateway
default 10.0.0.0 - 10.0.0.255 /24 (256 addresses) - - |

Voici le récapitulatif de notre premier VNET :
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View automation template

Basics

Subscription Azure for Students
Resource Group rg-tanet-exam
Name vnet-tanet
Region West Europe
Security

Azure Bastion Disabled

Azure Firewall Disabled

Azure DDoS Metwork Protection Disabled

IP addresses

Address space 10.0.0.0/16 (65 536 addresses)
Subnet default {10.0.0.0/24) (256 addresses)
Tags

Nous pouvons voir que notre VNET a bien été créé :

Virtual networks = - X
MEWO

Create 0% Manage view () Refresh 4 Export to CSV % Open query

| Filter for any field... | Subscription equals all T add filter ™~ Mare (2)
Showing 1 to 1 of 1 records. | No grouping ~ | | =E List view ~
|:| Name T Resource group T Location T Subscription T

|:| > ynet-tanet rg-tanet-exam West Europe Azure for Students

Nous faisons la méme opération avec le second VNET. Il sera nommé «vnet-tanet-
peered » et sera utilisé pour le peering pour les prochaines opérations. On garde
toujours le méme groupe de ressources ainsi que la méme région.

Create virtual network

Basics  Secunty P addresses Tags Review + create

Azure Virtual Network (ViNet) is the fundamental building block for your private network in Azure, VNet enables many types of
AZure resources, such as Azure Virtual Machings (VM) 10 securely communicate with each other, the intermet, and on-premeses
networks. Vet is simelar 1o 3 tradticnal network that you'd operate in your own data center, but brings with it addtional
benefits of Azure’s infrastructure such as scale. availability, and isolation,

Leam more.

Project details

Select the subscription 1o manage deployed resources and costs. Use resource groups ke folders o organize and manage all
YOUr resources.

Subscniption * Azure for Students
Resource group * rg-tanet-exam
Create mew
Instance details
Virtual network name * [ vnet-tanet-peered ]
Region * © (Europe) West Europe
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Au niveau de la configuration réseau, se rendre dans l'onglet « IP addresses » et mettre

en 10.1.0.0/16 et en sous réseau 10.1.0.0/24 :

+ Add a subnet

7 101.00/16 il Delete address space
10.1.00 || ne v
10.1.0.0 - 10.1.255.255 65536 addresses
Subnets IP address range Size MNAT gateway
subnet-peered 10.1.0.0 - 10.1.0.255 /24 (256 addresses) - & W

Notre VNET qui sera utilisé pour le peering est prét :

D 4> ynet-tanet-peered rg-tanet-exam West Europe Azure for Students

b) Création VM d’une VM Windows Server 2022

Se rendre de nouveau dans le menu Azure et se rendre dans «virtual machine » :

AZure services
) HH . =
+ (%] HHH — é b
e a REOuroe &N resouroes Wirtua Burararss Backup vaults Showmge Symd
Qroups mschinas Conbinauity SRS
—
— ™ —>
Slorage Education WA Ry
f1ea- 14

Cliquer sur « Create » :

Virtual machines =
MEWO

- - I T
Create ~~ &2 Switchtoclassic (%) Resery

Filter for any field... Subscription equa
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Plusieurs choix s’offrent a nous, sélectionner « Azure virtual machine » :

Create ~ | & Switch to classic ':E:' Reservation

%

Azure virtual machine
Create a virtual machine hosted by Azure

%)

Azure virtual machine with preset Azure |

configuration
Create a virtual machine with presets based on |
your workloads

More WMs and related solutions
Discover and deploy full workloads and Azure
products for your business needs

CP12025

Nous allons configurer la VM, pour se faire nous sélectionnons toujours le nom du

groupe ressources, indiquer un nom pour notre VM Windows Server, la région reste la

méme et sélectionner les autres parametres comme indiqués :

Bubscription * ()

Resource group * (0

Azure for Students e

rg-tanet-exam e

Create mew

Instance details

Region * (O
Availability options (0

Security type

Image *

WM architecture (0

Virtual machine name * (2

| vm-windows |
(Europe) West Europe o

| Mo infrastructure redundancy required o |

| Standard R |

ﬂ Trusted launch virtual machine is required when using 1P Gallery images.

| ] windows Server 2022 Datacenter: Azure Edition Hotpatch - x64 Gen2 W |

Sep allimanes |

ﬂ This image is compatible with additional security features. Click here to swap to the
Trusted Isunch securnty type.

3:53' x64

ﬂ Armbd is not supported with the selected mage.

Entrer le nom de session et le mot de passe qui nous servirons par la suite ¢ se

connecteralaVM:
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T

o Arm64 is not supported with the selected image.

Run with Azure Spot discount (O I:‘
Size* O | Standard_D2s_v3 - 2 vcpus, 8 GIB memory (154,76 $US/month)
See all sizes

Enable Hibernation © L]

compatible with Hibernate to enable this feature. Learn more 17

Administrator account

o Hibernate is not supported by the size that you have selected. Choose a size that is

Username * (O |

€3 The value must not be empty.
€3 The value must be between 1 and 20 characters long.

Password * |

€3 The value must not be empty.
€ The value must be between 12 and 123 characters long.

Confirm password * |

Inbound port rules

Select which virtual machine network ports are accessible from the public internet. You can specify more limited or granular
network access on the Metworking tab.

Public inbound ports * © O nNone
@ Allow selected ports

Dans Uonglet « networking », sélectionner le VNET et subnet associés, ici le vnet-tanet :

On configure le port 80 et 3389 pour le serveur web qui sera installé par la suite.

Metwork interface

When creating a virtual machine, a network interface will be created for you.

(®) Allow selected ports

Virtual network * (0 [ vnet-tanet
Create new
Subnet* (O [ default (10.000.0/24)
Manage subnet configuration
Public 1P & I (new) vm-windows-ip W ]
Creats new
MIC network security group (0 O Mane
\!3' Basic
O Advanced
Public inbound ports * (0 O Mone

Select inbound ports * | HTTP (20), ROP (3389)

Cliquer sur « Create » :

< Previous || Mext : Management > | Review + create

TErMINATIon, SessI0n Persig
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Le récapitulatif de la VM Windows Server :

CP12025

Basics

Subscription Azure for Students

Resource group rg-tanet-exam

Virtual machine name vm-windows

Region West Europe

Ayailability options Mo infrastructure redundancy required
Zone options Self-celected zone

Security type Standard

Image Windows Server 2022 Datacenter: Azure Edition Hotpatch - Gen2
VM architecture %64

Size Standard D2s v3 (2 vcpus, 8 GIB memory)
Enable Hibernation Mo

Username azureadmin

Public inbound ports RDP, HTTP

Already have a Windows license? Mo

Azure Spot Mo

c) Installation de IIS pour la VM Windows Server 2022

Dans le menu Azure, se rendre dans l'onglet « virtual machine » :

Azure services

+ @ @ g & 2

Rescurce &0 rescurces irtua Buoress Bachup vaults
Qrodspes s Conbinurty.

—

Slofage Education Mo STy

SRR

S

Showage Symc
SOTVICES

Cliquer sur la VM qui s’affiche :

Virtual machines =
MEWO

—

. . T . A . rd
Create ~ 2= Switchtoclassic (V) Reservations ~ 0% Manage view () Refresh

L Exportto CS

v | | =2 Lis

| Filter for any field... Subscription equals all +7 Add filter

Showing 1to 1 of 1 records. No grouping

D Name T Subscription T Resource group T Location T
D B3 ym-windows Azure for Students rg-tanet-exam West Europe

Status Ty

Running

Aller dans dans U'onglet « Connect » puis « Connect » :

10



BARILLY Dylan
TANET Margaux AZURE CP12025

l|;| vm-windows = |o

O Cearnch T G Help me copy s VM iR any region

EF onoerview F Cosnea * Besart [ Sep

B acteayiog

TR Acoess control (LA % Extanibialy o Vi
‘ T E o P (]

&, Deaghods W sobe problemi latus Fauraming

. . i P
“a RlOUNCE VISLBRIT

hscription (Mo
|
= becript ECS0bba3-foed-4520-9103-5.
Corract
_ erating v ‘indcra (Wi Sereer 1)
3 ation Stancard D25 w3 (2 vepes, & Gl
B ko Acrean Civner
Mtwosriong
Sarttirgs
Ayyiatuity = woabe
Securit JDEr20ES, 1134 PMWIUITC
ity

Bacloup + drasher ncovery

Operatons

i Propertes  Monitoring Capabilies (5]
Wonitoeing

Atcemation 3 Wirtual pasckine

Help - WAN S

Télécharger le fichier RDP en cliquant sur « download RDP File » :

C_) Refresh @ Troubleshoot > 28 More Options ™ &7 Feedback

&2 Connecting using

P Public IP address | 40.68.255.100 e
Admin username

azureadmin

Port (change)
3389 Check access @

Just-in-time policy
Unsupported by plan @

Most common

I__? Local machine

Mative RDP

Connect via native RDP without any additional software
needed. Recommended for testing only.

Public IP address (40.68.255.100)

| Download RDP file O

Entrer les identifiants saisis précédemment lors de la création de la VM.

Sur la VM, se rendre sur powershell et taper la commande suivante pour installer le
serveur lIS: Add-WindowsFeature Web-Common-http :

11
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T T T O T O T T T T T T R TN T

EN Administrator: Windows PowerShell
ell

Microsoft Corporation. All rights reserved.

the latest PowerShell for new features and improvements! https://aka.m

Installation en cours :

EN Adrministrator Windows PowerShell

Start Installation...
28%
[ ooooo00000000000O000O

Feature Result

{Common HTTP Features, Default Document, D...

Se rendre de nouveau sur notre interface Azure afin de récupérer notre adresse IP
publique. Cela permettra d’effectuer les tests pour le serveur web IIS.

L’adresse Ip publique se trouve dans l'onglet « Connect » de notre VM :

'f_:' Refresh & Troubleshoot ~ 28 More Options ™ 27 Feedbad

E—3 Connecting using

Public IP address | 40.68.255.100

Admin username
azureadmin

Port (change)

3389 Check access (D
Just-in-time policy
Unsupported by plan (&

Copier ladresse IP publique et la coller ensuite dans notre navigateur actuel :

http:// 40.68.255.100

12
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Notre serveur fonctionne :

(M) A v windin - Maarnnt Anwe % |11 Wendown Sotver x +

« > O |8 Nonsecwrns 4066255100

I Uthens b e 0 17 Rasbratsocs K Mo teame microns..

Internet Information Services

Brenvenue

Jace Berwvenwto ¢

N ‘”Btnwndo Mg golding ¢

1)
Koo

Wiste oploarc L35 N in) oxarosars UIONOROIIK

Velcomimen

d) Employez le Vnet Peering pour nos deux VNETSs selon le
schéma

Nous allons mettre en place un « peering », cela permet de connecter de maniere
transparente nos deux réseaux virtuels.

Pour se faire, il faut se rendre dans le menu Azure, taper dans la barre de recherche

N 2 virtue] X“

All Services (20) ~ More (5)

«virtual network » :

Services See more

K3 virtual machines
> \firtual networks
“ Wirtual clusters

I3 virtual machines

Se rendre sur notre Vnet « Vnet-tanet-peered », le VNET auquel le peering sera associé :

D Mame T Resource group T Location T Subscription Ty
D 4> ypet-tanet rg-tanet-exam West Europe Azure for Students
D 4> ynet-tanet-peered rg-tanet-exam West Europe Azure for Students

13
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Se rendre dans l'onglet « Settings » puis « Peering » :

2. Vnet-tanet =& =

sarch
£ OV
=1 Activity hag
Fe, Access control (LAM)
¢ hp
A, Diagnose and solve problems
o Resource visusknes
3 Adciess wpace
,ﬁj Conrmcted devadid
» Subnets
¥ pastion
B 0DasS protection
i Feewall

o Microscdt Dedendaer for
Cloud

& Metwork marager
B DNS servers

i Serace endpoenli
ls Private endpoints
1 Propertses

& Locks

Sélectionner « Add » :

«.>|vnet-tanet-peered | Peerings | »

Virtual network
£ search ¢ ]
—— | ‘ —|— Add O Refresh & Exportto C5 M
- .F-".'...Ll'l'll_"I IU'._.:| . ]
o Access control (IAM) . :

Virtual network peering enables you to seamlessly ¢
¢ Tags Azure, The virtual networks appear as one for conne
#. Diagnose and solve problems | A2 Filter by name...

L*. Resource visualizer Showing all 0 items

14
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Cet onglet permet d’ajouter un « peering », on configure en rentrant le nom du peering et
le VNET auquel il sera rattaché :

Add peering

vnet-tanet- peered

Virtual network peening enables you to seamlessly connect two or more virtual metworks in Azure. This will allow resources in
either virtual network to directly connect and communicate with resources in the peered virtual network.

Remote virtual network summary

Peenng link name * [ vnet-peerad

Virtual network deployment madel (0 =,
e play © E' Resource manager

O Classic
| know my resource 1D (&) D
Subscription * [ Azure for Students W
Virtual network * I vnet-tanet (rg-tanet-exam) e I

Local virtual network summary

Peering link name * | vnet-peered

On laisse les parametres par défaut :

Local virtual network peering settings

Allow ‘vnet-tanet-peerad’ to access ‘wnet-
tanet' (O :

Allow ‘vnet-tanet-peered’ to receive l:l
forwarded traffic from 'vnet-tanet' (7

Allow gateway or route server in “wvnet-
tanet-peerad' to forward traffic to 'vnet- |:|
tanet' (i)

Enable 'vnet-tanet-peered' to use 'vnet- l:l
tanet's' remote gateway or route server (3}

Cliquer sur « Add ».

15
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Le peering a bien été fait :

CP12025

Showing all 1 items

I:‘ Name T Peering sync status Tl

I:I vnet-peered @ Fully synchronized

Peering... 1 Remo.. Tl Virtu...

Connect  vnet-tanet  Disabled
o ed

1L Cross-tenant T}

No

e) Création d’'une VM Windows 11 :

Apres Uétape du peering, il faut se connecter sur notre serveur web depuis un client

windows 11 que U'on va créer juste apres. Se rendre dans le menu et sélectionner

«virtual machine » :

EER
_I_ Lisdh n EEE S
11 @
Create a Virtual Virtual All resources Business
resource networks machines Continuity,
Procéder de la méme maniére que la création de la VM Windows Server :
Subscription * (0 Azure for Students '
Resource group * (D) rg-tanet-exam hl
E ﬂ;f new
Instance details
Virtual machine name * () | vim-Wi1
Regwon * (1) (Europe) West Europe b
Availability options () | Mo infrastructure redundancy required e
Security type (O | Standard w
ﬂ Trusted launch virtual machine is required when using 1P Gallery images.
Image * | «— Windows 11 Enterprise N, version 22H2 - x564 Gen2 o
See all images |

16
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Username * (O | azureadmin s |
Password * | sssssssensee o |
Confirm passwaord * | sssesensRREe o |

Inbound port rules

Select which virtual machine network ports are accessible from the public internet. You can specify more limitad or granular
network access on the Networking tab.

Public inbound ports * © O Nene
@ Allow selected ports

Select inbound ports * | ROP (3389) RV

AL This will allow all IP addresses to access your virtual machine. This is only
recommended for testing. Use the Advanced controls in the Netwerking tab to
create rules to imit inbound traffic to known IP addresses.

Licensing

I confirm | have an eligible Windows 10/11 license with multi-tenant
hosting rights.

Dans l'onglet « Networking », il faut configurer le bon VNET associé avec le subnet. De
méme pour le RDP.

Basics  Disks  Metworking  Management Monitoring  Advanced  Tags  Review + create

Define network connactivity for your virtual machine by configuning network interface card (NIC) settings. You can control ports,
inbaund and outbound connectivity with security group rules, or place behind an existing load balancing solution.
Learn more

Metwork interface

When creating a virtual machine, a network interface will be created for you.

virtual network * () Ve l-tanet-pesned el

Create new

Subnet * (3 subnet-peered (10.1.0.0/24) v

Manage subnet :Dn."lg uration

Public 1P (D) (mew) vm-W11-ip hl
Create new

MNIC network security group (0 O None
@‘ Basic
(O advanced

Public mbound ports * (0 O Mone

(®) Allow selected ports

Select inbound ports * RDP (3389) W

17
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Récapitulatif de Uinstallation VM Windows 11 :

Basics
Subscription Azure for Students
Resource group rg-tanet-exam
Virtual machine name vm-Wi1l
Region West Europe
Availability options Mo infrastructure redundancy required
Zone options Self-selected zone
Security type Standard
Image Windows 11 Enterprise M, version 22H2 - Gen2
VM architecture xb64
Size Standard D2s v3 (2 vcpus, & GIE memory)
Enable Hibernation Mo
Lsername azureadmin
Public inbound ports RDP
Already have a Windows license? Yes
License type Windows Client
Azure S5pot No
Metworking
Virtual network vnet-tanet-peered
Subnet subnet-peered (10.1.0.0/24)
Public IP {new) vm-W11-ip
Accelerated networking on
Place this virtual machine behind an Mo
existing load balancing solution?
Delete public IP and MNIC when VM is Disabled
deleted

Cliquer sur le bouton Create.

Test : se connecter sur notre serveur web depuis notre VM Windows 11 grace a Uip privé
de notre serveur.

Pour avoir Uadresse IP de notre serveur, il faut se rendre sur la VM W11 une fois qu’elle
est créée, dans l'onglet « overview » descendre en bas et s’arréter a 'onglet
«networking » : 10.0.0.4

C’est cette adresse qu’il faudra indiquer dans la barre du navigateur du windows 11 avec
http devant.

18



BARILLY Dylan
TANET Margaux AZURE CP12025

® Networking

Public IP address
40,68.255.100 { Network interface vm-windows856 )

Public IP address -
[IPVE)

Private IP address 10.0.0.4

Private IP address -

(IPvE)

Virtual network/ vnet-tanet/default
subnet

DMS name Configure

Pour le moment se rendre dans U'onglet « Connect » toujours dans U'espace VM et
télécharger le fichier RDP :

LE Local machine

Mative RDP

Connect via native RDP without any additional software
needed. Recommended for testing only.

Public IP address (40.113.57.93)

| select | Downicad rov e AV

Cliquer dessus et se connecter avec les identifiants de la VM inscrits précédemment :

Sécurité Windows x

Entrer vos informations d'identification

Ces informations d'identification seront utilisées pour vous
connecter a 40.115.57.93.

azureadmin

LAL L L L L L L e

D Mémoriser mes informations
Autres choix

OK Annuler

19
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Test : On tape l'adresse IP privé de notre serveur :

B v W11 - 01155755558 o Buresn b datance

Bienvenue Tervetulo
+ Benvenuto

£ 3 WY Bienvenido s geidiniz

Adresse IP publique de laVM W11 :

il
KoM,

Vitejte  OPAOAITE

Velkommen

“ Essentials

Resource group (move)
Status

Location

Subscription (move)
Subscription ID
Operating system

Size

Public IP address
Virtual network/subnet
DNS name

Health state

Time created

Tags (edif)

! rg-tanet-exam

! Running

 West Europe

. Azure for Students
! 6c90bb93-f99d-452b-92b3-83...
© Windows (Windows 11 Enterp...
. Standard D2s v3 (2 vcpus, 8 Gi...
1 40.115.57.95

. vnet-tanet-peered/subnet-pe...

: Mot configured

: 3/26/2025, 1:13 PM UTC

: Add tags

JSOM Vig

20
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B Wirdows Server

Internet Information Services

Ah,u-
) 2N

Test sur notre Windows Server vers notre W11 :
Windows server: 10.0.0.4

W11:10.1.0.4

f) Synchronisation et Partage de Fichiers : Implémentez Azure
File Sync pour gérer la synchronisation et le partage de
données.

Azure File Sync permet de centraliser les partages de fichiers de votre organisation dans
Azure Files tout en conservant la flexibilité, le niveau de performance et la compatibilité
d’un serveur de fichiers local.

a) Configuration de Azure File Sync
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Télécharger 'agent Azure File Sync sur notre serveur avec ce lien :

https://www.microsoft.com/en-us/download/details.aspx?id=57159

CP12025

Comme 'éléve B m’a ajouté dans son groupe ressources, j’'ai donc aussi un acces a ces

ressources:
MName Type
,>< bastion Bastion

(%) rg-tanet-exam

P
vnet-tanet

= caba rilly

< storage-barilly

(4] rg-barilly-exam

LS vm-windows

S vm-W11

&> vnet-tanet-peered
< lab-sync-tanet

(%) rg-tanet

Resource group
Virtual network
Storage account
Storage Sync Service
Recource group
Virtual machine
Virtual machine
Virtual network
Storage Sync Service

Resource group

Le groupe ressource de l'autre éleve : rg-barilly-exam

J’ai acces a ses ressources en me rendant dans sabarilly > Data Storage > Files Shares > Data

(dossier que l’éleve B a partagé) :
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Home > sabanilly

b sabarilly | File shares| # » X

Slaace account

Search ‘ t Fileshare () Refresh 57 Give feedback
~
= Overview File share settings
W Activity log Identity-based access: Not configured Default share-level permissions: Disabled
¢ Tags
Soft delete: 14 days Maximum capacity: 100 Tig

A Diagnose and solve problems

An Access Control (1AM) Secunty: Maxamum compatibility
" Data migration Search file shares by prefix (case-sensitive)
Events (® ) Show deleted shares

IS Storage browser

& storage Mover Name Modified Access tier
=™ partner solutions | M data 9) 3/26/2025, 2:59:46 PM  Hot
< >

1+ Resource visualizer

|v Data storag| e)

= Containers
|-ﬂ File shares e’

Parcourir ensuite le dossier partageé « Data » 'onglet « Browse » :

Home > sabarilly | File shares >

data =

SMB File share

Le]
pos

|f:' kearch

& Overview
2 Diagnose and solve problems
Ao Access Control (IAM)

Bl Browse

» Operations

Jai accés a ces ressources :

data | Browse - X
SMB File share

£ Search ‘ o« ;9' Connect T Upload -+ Add directory '"\_) Refresh f Delete share

& Overview Authentication method: Access key (Switch to Microsoft Entra user account)

Di. d sol bl
& Diagnose and solve probiems |VSearch files by prefix

An Access Control (IAM) Name Type Size

Browse . .
L .SystemSharelnformation Directory

» Operations N )
= Test-data.txt File 77B re
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g) Mise en place d’un Bastion

Un bastion permet un acceés RDP plus sécurisé pour les VM sans aucune exposition des
adresses IP publiques.

Dans la barre de recherche taper « Virtual Network » :

.

All Services (20) ~ More (5)

Services See more

e KB virtual machines
4+ Virtual networks
e H Virtual clusters

2} virtual machines

Prendre le VNET associé au bastion ici vnet-tanet :

s vnet-tanet | = =

£ Overview
E Actnaty log
Ry Acoess controd (1AM
& g
&, Dusgrae and dobe peoblems
son RESOUITE ViUNDE
b ASSeE W

F Connected deoe

£ Subeets

B DDoS probecton

i Firesall

Ficrosolt Detender for
o Choud

& Metanrk manager
B DN s

§ Peonngs

il Service eradpoints
1y Privati endssenty
! Properties

g Lo

Se rendre dans l'onglet Bastion et cliquer sur :
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Configure manually

erreur s’affichera :

Create a Bastion

Bagics  Advanced L1 ] Risnaw + cragte
Eastion allcws web based ROP access bo your vnet VML Leain more ©°
Progect details

Sulbrsimpbon

Resource group *

Instance details

Bame *

Riggion *

fogilability Tone

Ther *

restance count *

Caonlgurs virtual mabworks

Wirtual neteork *

Subnet *

Ao Tor Sludens (S0 P9 4510 3003 - BR0E oeddon) ol

PO LR - b

[ bastion

| Wiest Europe ]

Plone

Standacd

o P— —_— — N o

CP12025

A Uétape de Virtual network, sélectionner le bon VNET avec les parametres suivant mais une

ILfaut créer un subnet AzureBastionSubnet. Pour se faire il faut se rendre dans « Manage Subnet

Configuration » :

Subnet *

Virtual network *

Configure virtual networks

[ vnet-tanet

Create new

) To azstociate a virtual network with a Bastion, it must contain a subnet with

name AzureBastionSubnet and a pn=.‘|a of at least /26

Manage subnet configuration

Cliquer sur Subnet :

T Subnet

Create subnets to segment the virtual network address space into smaller ranges for use by
your applications. When you deploy resources into a subnet, Azure assigns the resource an IP
address from the subnet.

!

() Refresh

‘ /2 Search subnets

I:’ Mame T
D default

1Pv4 IPv6 Available IPs

10.0.0.0/24 - 250

25



BARILLY Dylan
TANET Margaux AZURE CP12025

Ajout du sous réseau :

Add a subnet X

Select an address space and configure your subnet. You can customize a default subnet or select from subnet templates if you plan to
add select services later. Learn more

Subnet purpose (@O Azure Bastion e
Mame * (3} AzureBastionsubnet

1Pv4

Include an IPv4 address space

IPv4 address range (O | 10,0.0.0/16 v |

10.0.0.0 - 10.0.255.255

Starting address * | 10.0.1.0 |
Size (0 | /26 (64 addresses) e |
Subnet address range (3 10.0.1.0 - 10.0.1.63

En retournant sur la page précédente et en validant les parametres, Uerreur a disparue :

Configure virtual networks

Virtual network * (O | vnet-tanet v |
Create new
Subnet * | AzureBastionSubnet (10.0.1.0/28) N |

Manage subnet configuration

Configure IP Address

Ip Address (»)

Public IP address

Public IP address * (& @ Create new O Use existing

Public IP address name * | vnet-tanet-ip s
Public IP address SKU Standard

Assignment (O Dynamic (®) static

Availability zone Zaone-redundant (if available)

Le bastion peut mettre quelques minutes a étre crée.
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Une fois le bastion crée, se rendre sur la VM Windows server, dans l'onglet « Connect » puis
« Bastion » :

3% Ivm-windtms | Bastion I
o .
e B

' B it e eman —
= -

I._ Wardcay Ramir [}

& run P il [+l+l+l+l+l+|

e
- —
E——

Cliquer sur « Connect » :

J’ai fait un ipconfig pour montrer que l'on est bien connecté sur la VM Windows Server depuis
mon interface web.

(2 | A ym-windows - Microsoft Azure X | 8 vm-windows X

=] ; azure.com,
[l Toblesu de bord | Hac.. @) TP Redhatdocx I8 hetpsy/teams.microso.
4 v Manage

t & » ThisPC » Downloads

Administrator: Command Prompt

Document

= Pictures
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h) Déployer une VM Windows 11 en laC Bicep
Le script Bicep :
#Déclaration des parametres
param location string = '"WestEurope' // Emplacement de la ressource

param vmName string = 'vm11-bicep' // Nom de la machine virtuelle

param adminUsername string = 'azureadmin'// Nom d'utilisateur
administrateur

@secure() // Sécurisation du mot de passe administrateur

param adminPassword string

# Ressource : Adresse IP publique
resource publiclP 'Microsoft.Network/publiclPAddresses@2021-02-01" ={
name: '${vmName}-ip' // Nom de l'adresse IP publique
location: location // Emplacement de l'adresse IP publique
sku:{
name: 'Basic'// Type de SKU
}
properties: {

publiclPAllocationMethod: 'Dynamic' // Méthode d'allocation de l'adresse
IP publique

}
}

# Ressource : Interface réseau

resource networkinterface 'Microsoft.Network/networklnterfaces@2021-
02-01'=
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name: '${vmName}' // Nom de l'interface réseau
location: location // Emplacement de l'interface réseau
properties: {
ipConfigurations: [
{
name: 'ipConfig1' // Nom de la configuration IP
properties: {
subnet: {

id: resourceld('Microsoft.Network/virtualNetworks/subnets', 'vhet-
tanet-peered!, 'subnet-tanet-peered') // ID du sous-réseau

}

privatelPAllocationMethod: 'Dynamic' // Méthode d'allocation de
'adresse IP privée

publiclPAddress: {

id: publiclP.id // ID de l'adresse IP publique

}
}
}
]

networkSecurityGroup: {

id: networkSecurityGroup.id // ID du groupe de sécurité réseau

}
}
}

# Ressource : Machine virtuelle
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resource virtualMachine 'Microsoft.Compute/virtualMachines@2021-07-
01'={

name: vmName // Nom de la machine virtuelle
location: location // Emplacement de la machine virtuelle
properties: {
hardwareProfile: {
vmSize: 'Standard_B2s' // Taille de la machine virtuelle
}
osProfile: {
computerName: vmName // Nom de l'ordinateur
adminUsername: azureadmin // Nom d'utilisateur administrateur
adminPassword: adminPassword // Mot de passe administrateur
}
storageProfile: {
imageReference: {
publisher: 'MicrosoftWindowsDesktop' // Editeur de l'image
offer: 'Windows-11'// Offre de l'image
sku: 'win11-21h2-ent' // SKU de l'image
version: 'latest' // Version de l'image
}
osDisk:{

createOption: 'FromlImage' // Option de création du disque du systeme
d'exploitation

}
}

networkProfile: {

30



BARILLY Dylan
TANET Margaux AZURE

networkinterfaces: [

{

id: networklnterface.id // ID de l'interface réseau

}
}

#Définir un groupe de sécurité réseau

resource networkSecurityGroup
'Microsoft.Network/networkSecurityGroups@2021-02-01' ={

name: '${vmName}-nsg'
location: location
properties: {
securityRules: [
{
name: ‘allow-rdp'
properties: {
priority: 1000
protocol: 'Tcp'
access: 'Allow!
direction: 'Inbound'
sourceAddressPrefix: "*'
sourcePortRange: '*'

destinationAddressPrefix: '*'

CP12025
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destinationPortRange: '3389'

CP12025

ILfaut déployer ensuite le script Bicep. Nous utilisons Azure CLI pour le

déployer.

Dans Azure CLl taper:

az deployment group create --resource-group <rg-tanet-exam> --template-

file main.bicep

La VM a bien été crée :

& Networking
Public IP address -
Public IF address (IPva) -
Private IP address 10.0.0.5
Private IP address (IPva) -

Virtual network/subnet vnet-tanet/default

DMS name -

& omn -bicep Virtual machine a few seconds ago
-~ Essentials
Resource group (move) 1 rg-tanet-exam
Location (move) : West Europe
Subscription (move) : Azure for Students
Subscription 1D : 6c90bb93-f99d-452b-92b3-8305f59e05¢ca
Tags (edit) : Add tags
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i) Déployez Uinfrastructure réseau en azure cli pour U'éleve A

Création du VNET et du subnet preered :

az network vnet create --resource-group "rg-tanet-exam" --name vnet-tanet-peered --
address-prefixes 10.1.0.0/16 --subnet-name subnet-tanet-peered --subnet-prefixes
10.1.0.0/24 --location "westeurope"

Création du deuxieme VNET et subnet :

az network vnet create --resource-group "rg-tanet-exam" --name vnet-tanet --address-
prefixes 10.0.0.0/16 --subnet-name subnet-tanet --subnet-prefixes 10.0.0.0/24 --
location "westeurope"

II-Production de Uéleve B

a) Création d’un groupe de ressources

Afin de créer un groupe de ressources, il faut se rendre sur Azure et rechercher dans la
barre de recherche « Resource groups » puis cliquer sur « + Create » :

Resource groups

MEWQ (esimetz.onmicrosoft.com)

Create %0 Manage view ™ () Refresh Export to CSY i QOpen query

Indiquer le nom du groupe de ressources, dans notre cas c’est « rg-barilly-exam » et
mettre la région en « West Europe » :

Create a resource group

Basics Tags Review + create

Resource group - A container that holds related resources for an Azure solution. The resource group can include all the
resources for the solution, or only those resources that you want to manage as a group. You decide how you want to
allocate resources to resource groups based on what makes the most sense for your organization. Learn more

Subscription * (@ | Azure for Students v |
Resource group name * (1) | rg-barilly-exam |
Region * (3} | (Europe) West Europe ~ |
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Cliquer sur « Review + Create », un récapitulatif est disponible puis cliquer sur
«Create » :

Create a resource group

Basics Tags Review + create

B putomation Link

Basics

Subscription Azure for Students
Resource group name rg-barilly-exam
Region West Europe
Tags

MNone

Nous pouvons voir que le groupe de ressources a bien été créé :

Home >
rg-barilly-exam % » - ®
Resource group
< | Create 3 Manageview ~ [i] Delete resource group () Refresh 5 Open query > Move v
e e “ A Essentials JSON View
B Activity log Subscription (move) : Azure for Students Deployments : Mo deployments
% Access control (1AM) Subscription 1D : 5c1fo0b7-d662-4f06-bd99-ed 1622398146 Location : West Europe
@ Tags Tags (edit) : Add tags
I, Resource visualizer
Resources  Recommendations
Events
~ Seftings T . a5
Filter for any field... Type equals all > Location equals all < r Add filter
L, Deployments } ~
Showing 0 to 0 of 0 records. \:‘ Show hidden types () No grouping hd ‘ | List view hd
©Q Security
Name T Type T4 Location Ty
@ Deployment stacks P

De plus, il est possible de créer le groupe de ressources en CLI, pour cela il faut se
rendre dans un terminal, se connecter sur azure avec la commande « az login » et taper
la commande « az group create --name rg-barilly-exam --location westeu »

b) Création d’'un VNET

Taper « Virtual networks » dans la barre de recherche et cliquer sur « + Create » :

Home >
Virtual networks =
MEWO (esimetz.onmicrosoft.com)

Create 453 Manage view v~ () refresh %5 Open query
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Indiquer le groupe de ressources créé précédemment, mettre un nom qui dans notre

cas sera «vnet-exam » :

Dans Uonglet « IP addresses », indiquer Uadresse IP qui dans notre cas sera en

«10.0.0.0 » :

Create virtual network

Barkes  Securey sddresser  Tag feview + ceste

Project detaily

£loct 1he SbSONEEEN 15 =arace o6

instance details

Create virtual network

Basics Security IP addresses Tags Review + create

Configure your virtual network address space with the IPv4 and IPv6 addresses and subnets you need. Learn more o
Define the address space of your virtual network with one or more IPv4 or IPv6 address ranges. Create subnets to segment the

virtual network address space into smaller ranges for use by your applications. When you deploy resources into a subnet, Azure
assigns the resource an IP address from the subnet. Learn more o

{ Add a subnet

“ 10.0.0.0/16 [l Delete address space

10.0.00

|[ 118 ~

10.0.0.0 - 10.0.255.255

Subnets

default

65536 addresses

IP address range Size NAT gateway

10.0.0.0 - 10.0.0.255 /24 (256 addresses) - 2|

Add IPv4 address space |

Cliquer sur «+ Add a subnet » pour en ajouter un et renseigner le paramétrage du

subnet:
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Add a subnet

select services later. Learn more o

Select an address space and configure your subnet. You can customize a default subnet or select from subnet templates if you plan to add

Subnet purpose (O | Default

]

Name * @ | default2 |

IPvd

Include an IPv4 address space

IPv4 address range (@O | 10.0.0.0/16 v |
10.0.0.0 - 10.0.255.255

Starting address * © | 10.0.1.0 |

size [ /24 @56 addresses) v

Subnet address range (D 10.0.1.0 - 10.0.1.255

Cliquer sur « Review + Create » puis sur « Create » :

CP12025

Virtual networks =

MEWO (esimetz.onmicros:

.com)

| Create %5} Manageview ~ () Refresh L ExporttoCSV G Open query A Assign t

Showing 110 1 of 1 records,

(] Name +

[ ¢> vnet-barilly-exam

Subscription equals all Resource group equals all X Location equalsall X p add filter

Resource group T Location Ty,

rg-barilly-exam West Europe

Mo grouping ~

Subscription 1y

Azure for Students

c) Création de la premiere VM Windows Server 2022 :

Dans « Virtual machine » cliquer sur « + Add ». Pour la création de notre VM, on

renseigne les paramétrages suivants :

Create a virtual machine

@ Help me create a low cost VM Help me create a VM optimized for high availability

Project details

your resources.

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all

Help me choose the right VM size for my workload

Subscription * Azure for Students

Enable Hibernation

compatibie with Hibernate 10 enable this festure. Leam more

@ Hibernate is not supported by the size that you have seiected. Choose 2 size that

v
Resource group * rg-barilly-exam N
Create new
Instance details
Virtual machine name * | VM-WINSERV2022 I
Region * (Europe) West Europe hd
Availability options | No infrastructure redundancy required Vv I
Secunty type Trusted launch virtual machines v |
Configure security features
@ Trusted launch virtual machine is required when using 1P Galiery images.
Image * l EJ Windows Server 2022 Datacenter: Azure Edition - x64 Gen2 v ]
See all images |
VM architecture
(®) x64
6 Amé4 is not supported with the selected image.
Run with Azure Spot discount D
Size * Standard_D2s_v3 - 2 vepus, 8 GiB memory (154,76 SUS/month) v
See all sizes
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Administrator account

Username * (D ‘ azureadmin W ‘

Password *

U v ‘

Confirm password *

U v ‘

Inbound port rules

Select which virtual machine network ports are accessible from the public internet. You can specify more limited or granular
network access on the Metworking tab.

Public inbound ports* (@ O MNone

'@:‘ Allow selected ports

Select inbound ports * ‘ HTTP (80), RDP (3389) A

A\ This will allow all IP addresses to access your virtual machine. This is only
recommended for testing. Use the Advanced controls in the Networking tab to
create rules to limit inbound traffic to known P addresses,

Dans la partie « Networking », il faut mettre le vnet créé précédemment :

Create a virtual machine

& Help me create a low oost VM Help me create a VM oplimized for high availability Help me choose the night VM size for my workdoad

Bagics  Digks

Nelmting| Management  Monitoring  Advanced  Tags  Review + create

Defime nabaoric conmmctrty for your virtual maching by configuring network interface cand (NIC) settings. You can control ports,
rbound and outbound connectivty with security group rules, or place behand an exxting load balancing sohution,

Network interface

‘When creating a virtusl maching, a network interface will be created for you.

Wirtual networdk * wmet-Danify-exam >
Create mew
Subeet * -
Pubkc IP {reews) wm-WINSERV2022-ip bl
e
NIC Aetwark Sedurty groug Q Hone
() Basic
':::' Advanced
Pubbe nbound ports *
Safect inbound ports * HTTP (801, ROP (3389) hal

Al This will allow all 1P sddresses to acoess your vietual machine, Trs i only
recomemenched for festing. Use the Advanced controls in the Networking tab io
ENENE NS 13 L DU ITANE 10 ERow |P BOONESES.

Cliquer sur « Review + Create » et sur « Create » Nous pouvons voir que la VM a bien été
créé:

Virtual machines =

MEWO (esimetzonmicrosoftcom)
4+ Create v 2 Switchtoclassic (1) Reservations ~ 3} Manageview ~» () Refresh L Exportto CSV % Open query

Subscription equals all Type equals all Resource group equals all X Location equalsall X ¥ Add fiter

Showing 1to 1 of 1 records.

v /¥ Maintenance

No group

[ Name * Subscription T4 Resource group T4 Location Ty Status Ty Operating system T4 Size T4 Public IP address T4 Diskd

D KX m wINSERV2022 Azure for Students RG-BARILLY-EXAM West Europe Running Windows Standard_D2s_v3 51.136.2.251 1
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Se connecter en RDP sur UIP publique de la VM et indiquer les identifiants
«azureadmin » :

%
Connexion Bureau
me cf =
¢ A distance
t Jelete
51.136.2.251

tials | Mom Aucun paramétre n'a eté specifie.

d utilisateur :
L qroy  Yos informations d identification seront demandées lors de la

- connexion.

= Connexion Aide

U Sécurité Windows X

Entrer vos informations d'identification

Ces informations d'identification seront utilisées pour vous
connecter a 51.136.2.251.

. azureadmin
1
sssnsesRBORe o
r
o . . - -
D Mémoriser mes informations
[l

oK Annuler

Y
~

Pour installer IIS, il faut se rendre sur PowerShell et taper la commande « Add-
WindowsFeature Web-Common-http » :

Windows PowerShell
ght (C) Microsoft Corporation. All rights reserwved.

soft Corporation. All rights re

tart Installation...
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Linstallation est terminée, on voit que c’est bien en « Success » :

EX Administrator: Windows PowerShell - [m| X

Default Document, D...

Bl Wrdows Server

Internet Information Services

Blerwenue 1

* Berwenuto ¢

€ o Nhserverido ey oot - -

Kb,
Wty OpROGTTR

d) Mettre en place un recovery vault :

Aller dans « Recovery Services vaults » puis cliquer sur « + Create » :

Recovery Services vaults =

MEWO (esimetz.onmicrosoft.com)

+ Create == Manage Deleted Vaults i Manage view () Refresh Export to CSV 5 Open query 7 Assign tags
Filter for any field... Subscription equals all Resource group equals all < Location equals all < Security level equals all X +V Add filter

Indiquer le groupe de ressources « rg-barilly-exam » puis mettre comme nom « vault-
winserv2022 » :

Create Recovery Services vault

*Basics Redundancy  Encryption ault properties Metworking  Tags  Review + create

Project Details

Select the subscription and the resource group in which you want to create the vault.

Subscription * (O | Azure for Students 7 |
Resource group * (1 | rg-barilly-exam ~ |
Create new

Instance Details

Vault name * @ | vault-winsens2022 \/|

Region* (O | ‘West Europe ~ |

0 Cross Subcription Restore is enabled by default for all vaults. Visit vault 'Properties’ to disable the same. Learn more,
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Dans Uonglet « Redundancy » mettre « Locally-redundant » :

CP12025

Create Recovery Services vault

*Basics  Redundancy  Encryption  Vault properties Metworking  Tags  Review + create

Backup Storage Redundancy Locally-redundant

Cliquer sur « Review + Create » puis « Create » :

Create Recovery Services vault

“Basics  Redundancy  Encryption  Vault properties MNetworking  Tags  Review + create

summary

Basics

Azure for Students
rg-barilly-exam

vault-winserv2022

West Europe

Redundancy

Backup Storage Redundancy Locally-redundant

Vault properties

mmutability Disabled

Networking

Connectivity method Allow public access from all networks

On peut voir que ¢a bien été créé :

Home »

& vault-winserv2022 o
¥ Recovery Ser

esvault

£ Search o«

& Overview

-+ Backup -+ Enable Site Recovery - Update Vault Security [i] Delete (O Refresh 27 Feedback

€@ Try our new Business Continuty Center for the at scale BCDR management of your resources protected across Azure Backup and Site Recovery. —

& Activity log
b Escentas
5

2, Access control IAM)

JSON View

¢ Tags Overview  Backup  Site Recovery
K Diagnose and solve problems
. What's new
. Resource visualizer
Agure Site Recovery support for Windows Azure Trusted launch VM is generally available =
v Settings
ety SAP HANA Database Backup with Lower Protected Instance Fees Starting September 1, 2024, =5
enti
. X SAP HANA database instance snapshots on Azure VMs is now generally available. —
<5 Networking
" HANA System Replication (HSR) support for SAP HANA DB on Azure VM backup is now generally available. -
I} Properties
ok Cross Subscription Restore for SAP HANA Databases an Azure VM is now generally available, =
2 locks
5 Getting started Cross Subscription Restore for SQL Databases on Azure VM is now generally available. =

Cross Subscription Restore for Azure Virtual Machines is now generally available.
v Protected items

Site Recovery replicated ftems and jobs views across subscriptions, regions and vaults are now available -
% Backupitems.

% Replicated items Azure Backup Metrics are now in public preview

5 Mansge Migration for Azure VM backups from standard palicy to enhanced policy is now in public preview =
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Aller dans 'onglet « Manage » puis dans « Backup policies » :

Home > vault-winserv2022

Recovery Services vault

& vault-winserv2022|| Backup  # -

& Overview
E Activity log
Ae, Access control (IAM)
€ Tags
# Diagnose and solve problems
7+ Resource visualizer
> Seftings
> Getting started
> Protected items
v
B Backup Infrastructure
B Site Recovery infrastructure

Recovery Plans (Site
Recovery)

fisl Backup Reports
> Monitoring
> Automation

> Help

£ Search &«

A e storage replication is §

Where is your workload running|
Azure

What do you want to backup?

K8 Virtual machine
Step: Configure Backup

Give feedback

A Help improve this page

Puis cliquer sur « + Add » :

CP12025

Home > vault-winserv2022

e vault-winserv2022 | Backup policies  *

Recovery Services vault

¢« 4 Add O Refiesh AP Feedback

& Overview

etting

Filter items ... | | All policies
& Activity log
N T, Poli b
Ao Access control (1AM) lame T4 icy sub type
¢ Tags HourlylogBackup
# Diagnose and solve problems DefaultPolicy Standard
%. Resource visualizer EnhancedPolicy Enhanced

Cliquer sur « Azure Virtual Machine » :

Select policy type

[PTR S Oh

Puis mettre les paramétres suivants afin que la backup se réalise chaque jour a 01 :00

am et garde les sauvegardes pendant 60 jours. Puis cliquer sur « Create » :
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Create policy
Azure ne
Q Rédiredry DOt Caf be Sulomatichly maved B the vBull-Bnchive ter uding BadauD Dolicy, Leam mans. —

Prkicy sub ype * () Enkanced (O Standard

@ Protecting a VM with enhanced policy can incur sdditisnal snapshee charges. Flsass note that ance you enable a VM backup with enhanced palicy, charging to

stancland policy type is not possible. Lesm mose
Enhanced protection
Py raene Policy-VM
Backup schedule
Frequency * Tirne * Timezone *

O By o 100 AM e UTC) Coarchinated Unnverisl Time

Instant restore
Retain insthnt recovery snapiho 5 Dayle)
Retention range
[ Reteriticn of daily backup paing

A For

&0 Dayls)

On peut voir gue la « policy » a bien été créé :

Home > CreatePolicy

742093024407 | Overview > vault-winserv2022

mm vault-winserv2022 | Backup policies  #

Recovery Sevices vauit

o w A O Refh F Fesdback

& Overview
[ Fitteritems .. | [Arpolices ~
& Activity log
Name 1. Policy sub Poli N
8o Access control (IAM) fame T4 iy sub type icy type T4
& Tags HourlyLogBackup SQL Server in Azure VM (Streaming backup)
X Diagnose and solve problems DefaultPolicy Standard Azure Virtual Machine
«Iv Resource visualizer Policy-VM Enhanced Azure Virtual Machine
> Settings EnhancedPolicy Enhanced

Azure Virtual Machine
> Getting started

Se rendre sur la VM et aller dans l'onglet « Backup + disaster recovery » puis dans

« Backup » et mettre la politique de sauvegarde créé précédemment :

b vm-WINSERV2022 | Backup | #

TLIRRTE B rw potiey

© Restore poine [ Y ———
TRt o enable a

is nat pessible. Learm mars

snagshot charges. Pleas
iy, changing 1o s1andard pol

Operatians

Monitaring
> Autamation Policy Details
+ Help Full Backup Backup frequency

Daity at 100 AM UTC
Instant restore
Rietain instant recovery snapshotis) for § day(s)

Retention of daily backup po
Retain backup taken svery day a1 100 AM far 50 Dayis)

atency tyoe ApRIiCHion o file-Eystem contistent

Disk selection

Disks VM WINSERV2022 OsDisk 1 808308e305d... v

Include future disks ]

Welcome to Azure Backup for Azure VM3
Ovarview imp refiable VM backup to the Azure. Learn more. e charged an instance fee n the fize of the VM and for backy]
B o Simple and reliable VM Backup 1o the Azure. You are charged an instance fee bated on the 1ize of the VM and for back
Actity log Reviaw the foBowing information and click on Enable BACEUR’ 19 STAR GroTecing your VM.
] 9y
. Access control [LAM) Rwcovary Sanvicss vault (O Create e (8) Select sinting
¢ Tige T
Vault * ~
¥ Diagnose and soive prodiems
N Policy sub type *
rea visualizer
Conne
» Availabiiy + scale
Security Once-a-day backup
- Backup - disaster recovery erat -
Chosss backup policy * Peliey-VM N
&P Daaster recovery
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Une fois la sauvegarde configurée, on peut voir qu’ily a une sauvegarde dans « Azure
Virtual Machine » :

Sur la VM, dans

Home > vault-winserv2022

Recavery Ser ault
& Oveniiew
& Activitylog

R Access control (IAM)
@ Tags

X Diagnose and solve problems

%, Resource visualizer
> Settings

5 Getting started

~ Protected items

% Backup items

% Replicated items

Manage

Mornitoring

Automation

Help

% vault-winserv2022 | Backup items  #

() Refresh 37 Feedback

@ Ty ournew Business Continaty Cnter for tre o scae BCDR management of your resources protected across Azure Backup and Site Recovery.

BACKUP MANAGEMENT TYPE BACKUP ITEM COUNT
Agure Virtual Machine 1
Azure Backup Agent 0
Azure Backup Server 0
DPM 0
Azure Storage (Azure Files) 0
0
SAP HANA in Azure VM 0

SQL Server in Azure VM (Snapshot backup)(Preview) 0

SAP ASE (Sybase) in Azure VM (preview) 0

« Backup », cliquer sur « Backup now » :

1AM)

@ Tage

* scale

& Dw

ey

@ Restore point

X Diagnose and solve problems

& vm-WINSERV2022 | Backup

€ Ty our new Business Contin

~ Essentials

Recovery points

This listis fitered for last 30 days of recovery pi

I CRASH CONSISTENT
]

Creation time T,

No rectore poirts avsilable.

APRUICATION CONSETENT

sckup

y Center for the at scak BCOR management of your resources protected across Azure Backup and Site Recovery. —

-bad99-e 1620808146

. To recover fiom recovery paint clder than 30 days, a5 wel a5 vault-archive, click here.

Long term recovery paints can be maved to vault-archive. To move all ‘recommended recovery paints' b5 vault-archive tier, click here.

FRE-SYSTEM CONSSTENT

Consistency

Recovery type

On peut voir que la backup a bien fonctionnée :

vm-WINSERV2022 | Restore point  «

Virtual

B2 Overview

achine

& Activity log

Ao, Access control (IAM)

@ Togs

X Disgnose and solve problems

1. Resource visualizer

v

Connect

~

Networking

~

Settings

~

Avallability + scale

v

Security

v Backup + disaster recovery
& Backup

-3

& Disaster recovery

2 Restore point

Pour faire une restauration, il faut d’abord stopper la VM en cliquant sur « Stop » :

- Create

Showing 1 of 1 restore points

QO -

Restore Point

v AzureBackup_vm-WINSERV2022_1842834265576742318 (1)

O AzureBackup_20250326_010905

Provisioning state : All Y Add filter
Restore paint collection Disks Creation time
AzureBackup_vm-WINSERV2.., 1 26/03/2025 14:09:06

Group by restore peint callection

Provisioning state

@ Cresting
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Home >

3 vm-WINSERV2022

2

@ | Help me copy this VM in any region

K Overview

E Activitylog

A, Access control (IAM)

@ Tags

¥ Diagnose and solve problems
7. Resource visualizer

> Connect

> Networking

> Settings

> Availability + scale

& Connect ~ | [> Start

5 Capture

# Essentials

Resource group (move) : rg-barilly-exam

Status : Stopped (deallocated)

Location : West Europe

Subscription (move)  : Azure for Students

Subscription ID : 5c1fc0b7-d662-4f06-bd99-ed 1622208146
Tags (edit) : Add tags

[il Delete (O Refresh [ Openinmobile A& Feedback [@ CLI/PS

Operatingsystem & Windows

Size  Standard D2s v3 (2 vepus, 8 GiB memory)

Public IP address

Virtual network/subnet : -exam/subnet-02

DNS name : Not configured

Health state - Copy to clipboard

Time created © 3/26/2025, 12:35 PM UTC

Dans « Backup », il faut cliquer sur « Restore VM » :

& vm-WINSERV2022 | Backup #

€ Try our new Business Continuity Center

lor the at scale BODR man

 Essemtials
Sl T 662 -4106-ba¥9-ed 1 62 eaBiB 1Ll

Recovery points

This kst is fltered for Last

recovery paint ok

# 6l ‘recommanch

CRATH OREETENT APPUCATION (ORSSTENT PRLE S OREETENT

0 1 0

* Feedback

e Backup and She Recovery. —

sciup Pre-Check 1 () Pamsed

st backup 11 D) Suonns 17172000, 10000 AM

006 P (7 micwste(s) o)

30 dayys, o well 2 vault-archive, jchick here)

oo 1,

& Backup
Camistency Recararry e
Snaprhot
Choisir un point de restauration :
.
Home > vm-WINSERV2022 | Backup > Select restore point o
Restore Virtual Machine v MINSER V2022
m-WINSERV2022
Start Date End Date Recovery point consistency
[‘0a/12/2025 1] (032672025 0] [ Allrestore points ~
Restore allows you to restore VM/disks from a selected Restore Point.
Restore paint ¥ ot Selected I(wn(mmmw APUCTONCONSSTENT | ALESYSTEMCONSSTENT
Time Consistency Recovery Type
3/26/2025, 209:06 PM Application Consistent Snapshot
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Puis faire le paramétrage selon le besoin de restauration :

Restore Virtual Machine

Vm-WINSERV2022

Restore allows you to restore VM/disks from a selected Restore Point.

Restore point * 3/26/2025, 2:09:06 PM
Select

Data Store Snapshot

Restore configuration

Restore target (®) Create new

(O Replace existing

ﬂ To create an alternate configuration when restoring your VM (from the following menus), use PowerShell cmdlets,

Restore Type * (D | Create new virtual A% |
Virtual machine name * (O ‘ Enter a name |
Resource group * (D ‘ rg-barilly-exam A% |
Virtual network * (O ‘ Select an option v |
Subnet* () [ Select an aption ~ |
Staging Location * (O ‘ Select an option ~ |

Can't find your storage account 7

@ Assign an M| with the right permissions. for automated cleanup on restore failure. Without an M, manual intervention is
required.

Identities (T

Restore

e) Azure File Sync

Taper dans la barre de recherche « Azure File Sync » puis mettre le groupe de
ressources et le nom « storage-barilly » puis cliquer sur « Review + Create » et
«Create » :

Deploy Azure File Sync

*Basics  Metworking  Tags  Review + create

Azure File Sync in combination with Azure file shares allows you to centralize your erganization's file shares in Azure,
while keeping the flexibility, performance, and compatibility of an on-premises file server, Learn more

6 Storage Sync Senvice
Microsoft

Deploying this storage sync service resource will allow you to transform your Windows Server into a quick cache for
Azure file shares with opticnal cloud tiering and multi-server sync functionality. Keep in mind that servers registered to
different storage sync service resources cannot exchange data with each other, It's best to register all servers to the same
storage sync service if they will ever have a need to sync the same Azure file share.

Subscription * | Azure for Students N |

Resource group * | rg-barilly-exam ~ |

Create new

Storage sync service name * | storage-barilly vy |

Region * | West Europe ~ |
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Dans « Storage accounts » cliquer sur « + Create » :

Home >

Storage accounts

MEWO
+ Create ? Restore 2;33 Manage view -~ ':: Refresh Q\f,' Open query
| Filter for any field.. | Subscription equals all Resource group equals all X Location equals all 7 Add filter

Mettre le groupe de ressources, le nom « sabarilly », la performance en « Standard » et il
estimportant de mettre en redundance « Local-redundant storage (LRS) » puis cliquer
sur « Review + Create » :

Create a storage account

Basics Advanced Networking Data protection Encryption Tags Review + create

Azure Storage is a Microsoft-managed service providing cloud storage that is highly available, secure, durable, scalable, and
redundant, Azure Storage includes Azure Blobs (objects), Azure Data Lake Storage Gen2, Azure Files, Azure Queues, and Azure
Tables, The cost of your storage account depends on the usage and the options you choose below. Learn more about Azure
storage accounts o

Project details

Select the subscription in which to create the new storage account. Choose a new or existing rescurce group to organize and
manage your storage account together with other resources.

Subscription * | Azure for Students P |
Resource group ™ | rg-barilly-exam V) |
Create new

Instance details

Storage account name * (1) | sabarilly |

Region * (@ | (Europe) West Europe V) |

Deploy to an Azure Extended Zone

Primary senvice (O | Select a primary service ~ |

Performance * (1) )

Standard: Recommended for most scenarios (general-purpose v2 account)

O Premium: Recommended for scenarios that require low latency.

Redundancy * © | Lecally-redundant storage (LRS) v
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Dans notre « sabarilly », aller dans 'onglet « Data storage » et sur « File shares » puis
cliquer sur « + File share » :

b sabarilly | File shares| ¢ =

dentity-bated access: Not configure Default share-leve! permissions: Dissble Soft delete: 7 days Mamum capacity

Name. Moditied Access tier

Créer un partage de fichier qui s’appelle « data » :

New file share

Basics  Backup Review + create

Name * | data |
Access tier * | Hot V |
Performance

Maximum 10/s (1) 20000

Maximum capacity 100 TiB

GJ To use the SMB protocol with this share, check if you can communicate over port 445. These scripts for Windows
dlientsand Linux clientscan help. Learn how to circumvent port 445 issues.

Se rendre sur la VM et installer le Storage Sync Agent sur le lien
https://www.microsoft.com/en-us/download/details.aspx?id=57159 :
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ﬁ Storage Sync Agent Setup

Welcome to the Storage Sync Agent
Setup Wizard

The Setup Wizard will install Storage Sync Agent on your
computer. Click Next to continue or Cancel to exit the Setup
Wizard.

Indiquer le « storage » précédemment créé puis cliquer sur « Register » et « Refresh » :

Choose a Storage Sync Service

Azure Subscription
Azure for Students

Subscription ID:  5c1fc0b7-d662-4f06-bd99-ed1620a08146
Resource Group

rg-barilly-exam v

Storage Sync Service

storage-barilly v

A Your Storage Sync Service is not configured to use managed identities.

To configure this server to use managed identities, first configure your Storage Sync
Service to use managed identities and then click Refresh. To proceed without using
managed identities to access your Azure file shares, click Register. Learn more,

Refresh Register

Dans Storage Sync Services, aller dans « Sync groups » puis cliquer sur « Create a sync
group » :
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& storag e-barilly | Sync groups

route 8 myms grossp |60 Bafresh 0° Gy fencioack

Gy group name Skatun Porusterd sync srmon Clossd endiposnt

Mettre un nom puis sélectionner le dossier partagé « data » :

Sync group

Start by specifying an Azure file share to sync with - this is the sync group's cloud endpoint.
You can specify a folder on your servers you want to sync later,

Learn more

Sync group name * | sync-barilly-tanet e |

Cloud endpoint

Subscription * | Azure for Students s |

Storage account * | Select storage account

| fsubscriptions/5c1fc0b7-d662-4106-bd99-ed... |

Azure File Share

| data ~ |

Ajouter un server endpoint en cliquant sur « +Add server endpoint » :

i sync-barilly-tanet  »
[l Delete sync group () Refresh & Give feedback

Cloud endpoint

File share name Storage account Provisioning state Change enumerat tion @
& dat: sabarilly @ Provisioned Complete on 26/03/2025 14:5%:42
Server endpoints
| Add server endpoint
Health Persistent sync errors © Upload to cloud Doumload to server Cloud tiering space savings ©

Server name + path

No items foung

Indiguer la VM Windows Server et le chemin du fichier partagé et cliquer sur « Create » :
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Cloud endpoint

File share name
e data
Server endpoints
|- Add server endpaint

Server name + path

Na items found

[ii] Delete sync group () Refresh &7 Give feedback

Storage account

sabarilly

Health

Provisioning state

@ provisioned

Persistent sync errors ©

Add server endpoint X

Aserver endpaint integrates an entire volume or a subfolder of 2 volume from a registered
server as a location to sync. The following considerations apply:

+ Servers must be registered to the storage sync service that contains this sync group
before you can add a location on them here.

« A specific location on the server can only sync with one sync group. Syncing the same
location ar even & part of it - with a different sync group doesn't work.

« Make sure that the path you specify for this server is correct.

Chal

Learn mare

Cort

Registered Server *

[[vm-winseRvaoz2 ~]

Path *

[ [DAData ]
Upload tocloud ] Files from this server path have been brought to the cloud via DataBox or other means

of seding the cloud endpoint (Azure file share) in this syne group.
v Cloud Tiering Disabled

~ Initial Sync

[ create | A Give feedback

Se rendre sur la VM et on peut voir le fichier partagé, nous allons mettre un .txt pour voir

si cela remonte dans Azure :

st Quick access
[ Desktop
‘r Downloads
|| Documents
&=/ Pictures

[ This PC

¥ Metwork

Share View
» ThisPC » Temporary Storage (D:) » Data
~

Name

|=] Test-data

Date modified Type

v O Search Data

3/26/2025 2:04 PM Text Document

j Test-data - Notepad

File Edit Format View Help
$*rfu: *lrfufrqalf*oifiqz*
f

fszfsffjoednfildebjflagrdga$mrda$gpmrlag$fr:a

Windows (CRI Ln4, Col1

100%

Titemn  1item selected 77 bytes

Dans Uonglet « Browse » du fichier partagé data, on voit bien que le document a été

sauvegardé :
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Home > Storage accounts > sabarilly| File shares > data

B g:ta LErowse

o« & Connect T Upload + Adddirectory () Refresh [il Deleteshare J Changetier & Editquots &7 Give feedback
& Oveniew Authent ethod: Access key (Switch to Microsoft Entra user account)
D d solve probi.
 Diagnose and solve problems [T
&
o Access Control (IAM) Name Type Size
B Browse
s SystemShareinformation Directory
> Operations N
Test-data it File 78

f) Ajouter Uacces a un utilisateur a notre groupe de ressources

Dans votre groupe de ressources, il faut se rendre dans l'onglet « Acces control (IAM) ».
Sélectionner le réle puis dans « Members » il faut indiquer Uutilisateur a qui ’'acces sera

autorisé selon le réle choisi :

Homa > tg-barily-sxam | Access control gAI Select members (2}
Add role assignment

okt [Members® assignment type  Review * assign

Hame Object ID Type

rosoesormA |

Calacted membars

. Margaux TANET
margau tanet@mews- campus

Previous Next Close

ILest également possible de donner acces a un utilisateur en cli avec cette
commande :

az role assignment create --assignee Principal-ID --role Role-Name --scope
/subscriptions/Subscription-ID/resourceGroups/Resource-Group-Name

- «Principal-ID » est l'identifiant de ['utilisateur ou du groupe

- «Role-Name » est le nom du réle (par exemple, "Reader”, "Contributor", "Owner")

- «Subscription- ID » est l'identifiant de votre abonnement Azure
- «Resource-Group-Name » est le nom du groupe de ressources
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g) Création d’une machine virtuelle windows server 2022 en CLI
Se connecter sur un terminal et faire la commande « az login » puis se connecter

Taper la commande suivante « az vm create --resource-group rg-barilly-exam --name
vm-win2022-cli --image MicrosoftWindowsServer:WindowsServer:2022-
Datacenter:latest --admin-username azureadmin --admin-password "Azerty12345!"
--size Standard_DS2_v2 --generate-ssh-keys »

I1- Bonus

a) Changement du port RDP d’une VM en 4489

Aller dans « Editeur de registre » puis sur le chemin
« Ordinateur\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Termina
L Server\WinStations\RDP-Tcp »

Aller sur « PortNumber » et changer le port :

Fichier Edition Affichage Favoris ?

Ordinateur\HKEY_LOCAL MACHINE\SYSTEM\CurrentControlSet,Control\ Terminal Server\WinStations\RDP-Tep
ServiceGroupOrder | Mom Type Données -
ServiceProvider 2] KeepAliveTimeout REG_DWORD 0x0DDDDODOD (0)
img” Manager #) KeyboardLayout  REG_DWORD 0x00000000 (0)
sQMservicel it $|LanAdapter REG_DWORD 0x00000000 (0)

o a6]LoadableProtoc... REG_SZ {5828227c-20cf-4408-b73F-73ab70b3349f)}
Sp . 24| MaxConnection... REG DWORD OxDDDD00C (0)
rpExtensienCenfig
Stillmage 4| MaxDisconnecti... REG DWORD 0xDDDD000 (0)
Storage Madifier |2 valeur DWORD 32 bits 0x00000000 (0)
StorageManagement 0O (4294967295)
StarPort Nom de la valeur 0x000DDDOZ (2)
StorVsP [PortNumber
StSec Dorries deTa val . 0xD0DD000S ()
Systeminformation prnees de & vaewr SEH i 0x00000DGA (100)
SystemResources c racecmae 0x00000212 (530)
Décimale
TabletPC
~ | Terminal Server 0x00000002 (2)
Addins Annuier 0x0DDD000k [11)
Connectionkiandler - I tep
E#Z“'W;’C“':;'EU’?“U” a5|PdDLL1 REG_SZ tssecstv
eyboardiype Mapping 75| PdFlag REG_DWORD 0xD0DD004e (78)
':CM P—— 14 PdFlagl REG_DWORD OxDDDD000 (0)
Sa;;mn thitrationHelper B)Pdame REG 5T o
e e ab|PdNamel REG_SZ tasecsry
Uilties e [ Porthumber REG_DWORD 0x00000d3d (3389)
VIDED #¥|Securitylayer  REG_DWORD 0xDDDD00CZ (2)
Wes 24 SelectNetworkD... REG DWORD OxDDDD00OT (1)
< T1 WinStations 24 SelectTransport  REG DWORD DxDDDD000Z (2)
Console #)Shadow REG_DWORD 0x00000001 (1)
< | RDP-Tep $|UserAuthenticat... REG_DWORD 0x00000001 (1)
H TSMMRemotingAllowedApps ab]Username REG_SZ
VideoRemotingWindowNames 4 WdFlag REG_DWORD OxDDDD0036 (54)
TimeZonelnformation 28] WdName REG 7 Micrasoft RDP 8.0
Ubpm o || 28] wdPrefix REG_SZ RDP
< s 3 || #webSocketliste.. REG_DWORD 0x00000d3b (3387) v
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Faire une régle pare-feu afin d’autoriser le nouveau port RDP :

CP12025

@
File Action View Help
| |=/H
@ Windows Defender Firewall wit] f
&3 Inbound Rules @ New Inbound Rule Wizard by
££3 Outbound Rules Rule T
2 Connection Security Rules Y
%, Monitoring Select the type of firewall e to create
Steps:
o Rule Type Wihat type of re would you lie to create?
@ Protocol and Ports
@ Action @]
o Profle Rule that controls cannections for a program.
@ MName @ Port
Rule that controls connections for a TCP or UDP pott
O Predefined:
Aldayn Router
Rule that controls connections for a Windows experience.
() Custom
Custom ne
Back Next > Cancel
T Core Networking - Multicast Listener Qu... Core Networking m Ves
1 Core Networking - Multicast Listener Rep... Core Networking Al Yes
% Core Networking - Multicast Listener Rep... Core Networking Al Yes
% Core Networking - Neighbor Discovery A... Core Networking Al Yes v
< > | < >
ﬂ Mew Inbound Rule Wizard
Protocol and Ports
Specify the protocols and ports to which this rule applies.
Steps:
@ Rule Type Does this rule apply to TCP or UDP?
@ Protocol and Ports ® TCP
@ Action O ubpP
@ Profile
@ Name . =
Does this rule apply to all local ports or specific local ports?
() All local ports
® Specific local ports: |3-485{
Example: 80, 443, 5000-5010
@
File Action View Help
L AN (RE3N 7)o
@ Windows Defender Firewall wit] L
&3 Inbound Rules i Mew Inbound Rule Wizard
B3 Outbound Rules Action
R Connection Security Rules
% Monitoring Specfy the action to be taken when a connection matches the conditions speciied in the e
Steps:
® Fule Type What action shouid be taken when a conneciion malches the specied condiions?
@ Frotocol and Fots
(®) Allow the connection
O (=2n “This includes cannections thak are protected with [Psec 2s well as those are nct.
@ Profile
. O Allow the connection ff it is secure
@ MName “This includes only connections that have been authenticated by using IPsec. Connections
willbe seoured sing the settings n [Psec propertics and nies in the Connection Securty
Rule node
O Block the connection
<Back Next > Cancel
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Puis sur le portail Azure, il faut créer une régle pour autoriser également le nouveau port

RDP:

~ Inbound port rules (6)

100

AllowAnyCustom4482inbound 489 Any Any

@ Aiow

Testons de nous connecter avec le port 3489 sur notre VM :

% Connexion Bureau a distance —

| Connexion Bureau
"¢ A distance

Ordinateur | 51.135.2.251:3489| e
Mom azureadmin
d'utilisateur :

Vos informations didentfication seront demandées lors de la
connexion.

[=  Afficher les options Connexion

&% Connexion Bureau a distance

Voulez-vous vraiment vous connecter 7

Mom du certificat
_pJ MNom figurant dans le certificat de |'ordinateur distant :

wvm-WINSERV2022

Emreurs de certfficat

de I'ordinateur distant :

digne de confiance.

Voulez-vous vous connecter malgré ces emeurs de certificat 7

[] Ne pas me redemander pour les connexions & cet ordinateur

O Impossible de vérfier I'identité de |'ordinateur distant .

Impossible d'authentifier |'ardinateur distant en raison de problémes liés & son
certificat de sécurité. La poursute de |'opération peut présenter un risque.

Les emeurs suivantes se sant produites lars de la validation du certfficat

A Ce certificat de sécurité n'émane pas d'une autorité de certification

AMfficher le cedificat... Qi Mon

La connexion s’effectue bien avec le nouveau port RDP :
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b) Eteindre automatiquement une VM a 22h et la redémarrer a 6h00

Aller dans « Automation account » puis mettre notre groupe de ressources et un nom :

Create an Automation Account

o Validation passed

Basics  Advanced

Basics

MName
Subscription
Resource group

legion

Advanced

System assigned identity

User assigned identity

MNetworking

MNetwork connectivity

Tags

(none)

MNetworking

Tags  Review + Create

automation-vm-test
Azure for Students
rg-barilly-exam
West Europe

Meone

Public access

Aller dans Uonglet « process automation » et « Runbooks », cliquer sur « + Create a

runbook » :

Automation Account
i Overview
& Activity log

fo Access control (IAM)

2 automationtest | Runbooks » «

+ Create a runbook 11| Import a runbock

Browse gallery [ Lesrnmore &7 Feedback () Refresh

M\ Bowershell 7.1 and Python 2.7 are no longer supported by their respective parent products PowerShell and Python. It is strengly recommended to update outdated runbooks to latest supported versions using Runtime environment. Learn more
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Onva créer le programme pour couper la VM. Nous nommons « StopVM » avec comme
typer de runbook Powershell :

2 Create a runbook

Basics Tags  Review + Create

MName * (0 | StopVM o |
Runbook type * © | PowerShell o |
Runtime version * (T | 7.2 ([recommended) R |
Description

ﬂ During runbook execution, PowerShell modules targeting 7.2 runtime version will be used. Please make sure the
required PowerShell modules are present in 7.2 runtime version.

ﬂ Runbook is considered as a draft version until it is published. Before publishing a runbook, it is recommended to test
it to ensure it works properly and as intended. When you test a runbook, the draft version is executed and performs
the action against resources defined in the runbook. Learn more

Mettre le code powershell ci-dessous afin de stopperlavm :

Home > Microsoft.AutomationAccount | Overview » automationtest | Runbooks > StopVM (automationtest/StopvM) »

> Edit PowerShell Runbook*

B save @ Publish |+ Testpane 7 EditinVSCode & Feedback
1 param(
~  #a RUNBOOKS 2 [string]$vmhame,
3 [string]$resourceGrouphiams
AzurehutomationTutorialWithlde.. - PR
5
AzurehutomationTutorialWithlde.. - & % Commexion 3 Azure
7 Connect-AzAccount
StopVM s
9 # Arréter la VM
> & ASSETS 10 Stop-AzVM -ResourceGroupName $resourceGroupName -Name $vmName -Force

Faire de la méme maniére pour lancer la VM, cependant le code powershell est le
suivant :
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Home > Automation Accounts > automationtest | Runbooks
. *
> Edit PowerShell Runbook
= RunVM
& save (3 Publish b Testpane
1
Y &4 RUNBOOKS 2
3
AzureAutomationTutorialWithlde... =+ 4
5
AzureAutomationTutorialWithlde., -+ &
RunVM 8
9
StopVM s 1@
1
> B ASSETS

> RunV

(automationtest/RunvVM) >

{ Editin VS Code & Feedback
param(
[string]$vmName,

[string]$resourceGrouphame

)

# Connexion 3 Azure
Connect-AzAccount

# Démarrer la VM
Start-AzVM -ResourceGroupName $resourceGroupame -Mame $wvmName
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