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Installations a effectuées :

— Installation d’une VM GitLab comprenant :
— GitLab et Nginx installés

— Le port HTTP est ouvert et accessible depuis Uextérieur
— Installation d’une VM PostgresQL

— Etre accessible depuis le réseau interne (10.x.y.2)
— Etre inaccessible depuis internet
— Installation d’'une VM Redis

— Etre accessible depuis le réseau interne (10.x.y.2)
— Etre inaccessible depuis internet
— Toutes les VM doivent étre présente dans la méme région
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s Parameétres des VM:

VM Gitlab : user: root mot de passe: mewomewo
VM Redis : user:root mot de passe: mewo

VM PostgresQL: user: gitlab mot de passe: mewo

nom de la bdd: gitlabhg_production

R/

+» Regles de pare-feu :

Target tags IP range Ports
Allow-tanet-redis Tanet-redis 10.138.0.0/24 TCP: 6379
Allow-tanet-postgresql | Tanet-postgresQL | 10.138.0.0/16 TCP: 5432

tatus MName P Zone Recommendations In use by Internal IP External IP

? spriet-db us-eastd-c 10.150.0.4 (nicO) 35.245.176.200 [4 (nic0)
] spriet-gitlab us-eastd-c 10.150.0.6 (nic0) 34.48172.56 [4 (nic0)

? spriet-redis us-eastd-c 35.245.43.65[4 (nicd)

? tanet-gitlab us-westl-a 34.169.82.107 [ (nicO)
? tanet-postgresql us-west1-a 34.169.42.117 (nic0)

? tanet-redis us-westl-a 10.138.0.4 (nicO) 34.19.26.27 (nicO)

>

K/
*

Résultat obtenu a la fin des installations et des paramétrages :

D)

Your work | Projects

Welcome to GitLab, Administrator!

Ready to get started with GitLab? Follow these steps to get familiar with us:

() Create a project 9o Create a group

Projects are where you store your code, access Groups are a great way to
issues, wiki, and other features of GitLab. organize projects and people.
& Add people &3 Configure GitLab

Add your team members and others to GitLab. Make adjustments to how

your GitLab instance is set up.

¢ Procédures nécessaires : (Pour le test, une alerte par mail a été faite)
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— Disk pressure > 80% pour le GitLab

ur Free Tral D $300 ncrec. Do worry—ou worftbe charged i you un cutof cedes. Leam more 4 DISMiss m
= GoogleCloud | 3 Spriet Tanet Tomasina v | mo X | Q search + 2Q 0 : 0
& Create alerting policy + Add alert condition (@ View Code

Al Tl . . "
LEREQONOIIONS Policy configuration mode v ihour Ghours 1day 7days 30days Custom v

VMinstance-Disk | @ Buider () Code editor (MQL or PromaL)
utilization

VM Instance - Disk utilization @ ~ i
Configure trigger Select a metric @ 100
ALERT DETAILS 1h VM Instance - Disk utilization ~ p
*  Notifications and name
Add filters opon
®  Reviewalert Selections made on the chart do not affect the am more
v name = tanet-gitiab L]
%
Add a filter Tor aoeu 4P emeM 4mee ameu amev emeu awew  eweu 4w s
F Filter  Enter property name or value ) m X
Transform data (m] state device Value
o + free dev/sdal 22,858 %
Within each time series ()
Rows per page: 1w 106 >
- = Filter Enter property name or value ® ]
(m] state 4 device Value
O ¢ free dev/sdal 22858 %
Across time series v O « free dev/sdals 00,654 %

Provideeedbock  Cancel
— Configuration d’alerte pour Ualerte du disque pour GitLab

ALERT CONDITIONS

Configure alert trigger + lhour shours 1day 7days 3C
VM Instance - Disk Condition Types
utilization . )
(@ Threshold VM Instance - Disk utilization @
Condition triggers if a time series rises above or falls below a value for a specific duration
* Configure trigger window
ALERT DETAILS o Metric absence
Condition triggers if any time series in the metric has no data for a specific duration
. . window
® Notifications and name
O Forecast
e Review alert gganrd’\tinaunrgﬂugers if any timeseries in the metric is projected to cross the threshold in the

Alert trigger Threshold position
{Any time series violates Above threshold - P sosem si0em aanem
(anesho\d value = Filter Enter property name or val.
80 %

O state T
Advanced Options v o =+ free
o = free
Condition name *
reserved
{VM Instance - Disk utilization o =
Next
VM Instance - Disk utilization Policy Details
Condition type Triggers when Threshold position Threshold value Retest window Alert Policy Name
Threshold Any time series cross threshold Above threshold 80 No retest Disk Pressure
Severity
o I M critical
100%
= Notification channels
v Notify on incident open only.
0% Incidents with absent data will auto close after 1 minute
Channel type Channel name
. No rows to display
0
UTC+2 405PM 410PM 415PM 420PM 425PM 4:30PM 435PM 440PM 445PM 4:50 PM 455PM 5:00PM .
Documentation
= Filter Enter property name or value m X
(] state device Value
O » free /dev/sdal 22854 %
o - free /dev/sdals 90.654 %
o = reserved Jdev/sdal 5294 %
Rows per page: 3w 1-30fb >
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— Memory (RAM) pressure > 80% pour le GitLab

Memory Pressure

Conditions Severity

Policy violates when ANY condition is met @ critical

VM Instance - Memory utilization

Condition type Triggers when Threshold position Threshold value Retest window
Threshold Any time series cross threshold Above thresheld 80% No retest
° o
0%
0%
20%
UTer2  :15PM 420PM a25PM +30PM a35PM &40PM s45PM +50PM a55PM 5:00PM 505PU 510PM
= Filter Enter property name or value m b
(] state 4 Value
a . buffered 0778 %
a [ cached 15.454 %
a + free 9.955 %
Rows per page: 3w 1-30f5 >
Alert policy Disk Pressure saved X

— Alerte pour Disk pressure > 80% pour le Postgres réalisée
— Alerte pour Memory (RAM) pressure > 80% pour le Postgres réalisée
— Alerte pour Memory (RAM) pressure > 80% pour le Redis réalisée

®,

% Vud’ensemble sur les différentes alertes mises en place

0 Mo severity Disk Pressure... Disk utilization for spriet-tanet-tomasina tanet-postgresgl with metric labels {device=/dev/sda15, state=free} and syst.

0 M Critical Disk Pressure... Disk utilization for spriet-tanet-tomasina tanet-gitlab with metric labels {device=/dev/sdal5, state=free} and system I..

— Seeall incidents

Snoozes (@ Create snooze

State Name

Mo rows to display

— Seeall snoozes

Policies

Display Name Type Last Modified By Created On

Disk Pressure Git Metrics margaux.tanet@mewo-campus.fr September 25, 2024 5
Disk Pressure SQL Metrics margaux.tanet@mewo-campus.fr September 25, 2024 H
Memaory Pressure Git Metrics margaux.tanet@mewo-campus.fr September 25, 2024 H
Memory Pressure Redis Metrics margaux.tanet@mewo-campus.fr September 25, 2024 H
Memaory Pressure SQL Metrics margaux.tanet@mewo-campus.fr September 25, 2024 H
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7

% Exemple d’'un mail d’alerte aprés le dépassement 8 80 % de ['utilisation du
disque :

|+.Google Cloud VIEW INCIDENT

\s_error icon Alert firing [ Critical Critical

VM Instance - Disk utilization is above threshold of 80 with a
value of 90.653467847613626

Start time

Sep 25, 2024 at 3:06PM UTC (~6 Policy
. Disk Pressure
minutes ago)

Project Condition
spriet-tanet-tomasina VM Instance - Disk utilization

metric : agent.googleapis.com/disk/percent_used  device : /dev/sdal5
instance_id : 5309507826461078894  name : tanet-gitlab

project_id : spriet-tanettomasina  state: free  zone: us-westl-a

VIEW INCIDENT

Conclusion:

Dans ce rapportil est expliqué les installations effectuées et les parametres des VM. Il
est décrit également les regles de pare-feu mises en place pour la sécurité. Il est
présenté la configuration des alertes générées. Enfin, un exemple de mail d'alerte est
inclus pour illustrer la communication en cas d'incident.



